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Welcome and Introduction

Rob Eggebrecht - CEO & Founder, Cloudrise
With over 20 years of industry-leading expertise, Rob is a builder and facilitator of world-
class technology management and product development teams. Prior to founding 
Cloudrise, Rob worked as the cloud cyber and data risk leader at Deloitte, was the founder 
and CEO of InteliSecure, and held numerous leadership positions at global startups. 
rob@cloudrise.com |  LinkedIn

Adam Bolio – EVP Cyber Risk Services, Entisys360
Adam has 22+ years of experience covering a broad range of security and project management 
specialties, including the design, management, execution and assessment of cyber security 
programs. Adam has advised and implemented cyber strategies and technologies in the national 
security, technology and healthcare communities. He received the Department of Homeland 
Security Information System Security Officer of the Year award and is a veteran of the United 
States Navy SEALs.

mailto:rob@cloudrise.com
https://www.linkedin.com/in/reggebrecht/


PEOPLE
Our team is comprised of cybersecurity 
professionals that are former leaders in 

large organizations

NETWORK
Our team has relationships with 

leaders in many of the large 
organizations across industries to help 

clients connect and share lessons 
learned

COLLABORATION
We partner with industry leaders in 

specific technical skill sets to enhance 
our ability to solve our client’s security 

challenges

TECHNOLOGIES
Advyz team is vendor-agnostic, we 
bring the right technology to meet 

specific requirements

Entisys360’s Advyz Cyber Risk Services 
Division delivers value through our 
focus on bringing people, process and 
technology together through a 
consulting approach. 
This intersection allows us to make 
meaningful recommendations that 
are actionable for your organization, 
given your culture, skill sets, budget, 
and risk tolerance.
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The Advyz value proposition

Advisor
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The Advyz difference

Data protection (DP) 
Product Purchase

Product implementation 

DP program governance

Data classification and discovery

DP use case development

DP product tuning 

DP integration with cyber and privacy 
programs

Advyz brings leading cyber security products to your organization through a consultative approach. Our focus is enabling program goals 
through aligning people and process with technology. This helps eliminate shelf-ware and maximize individual investments. We are your 
advocate and advisor to help navigate the vast universe of security products.

These are the common actions most thought of 
when making a product purchase

Beyond the product transaction, 
Advyz helps you plan and build the 
complete program to support the 
technology



Businesses are powered by data
…and the exponential growth of that data increases cyber risk exposure

2/3 of all employees are currently working remotely, and 67% of companies expect to 
support remote work over the long term, an increase from 38% in March. 1,2

Up to                  of organizations feel data privacy compliance 
pressure from a variety of sources, including the board, the 
media, customers, competitors, regulators and more. 4

60% do not have the resources to ensure full
compliance with data privacy regulation.4

of data was created every second by every person 
during 2020, and in the past two years alone, an astonishing 
90% of the world’s data has been created. 3

1.7MB

40%

1. Digital Pulse “Coronavirus Survey, 451 Research, March 2020
2. Digital Pulse “Coronavirus Survey, 451 Research, June 2020
3. How Much Data is Created Every Day in 2020?, TechJury, August 20, 2020
4. Corporate Data Privacy Today: A Look at the Current State of Readiness, Perception, and Compliance, FTI Consulting, 2020

Nearly

https://static2.ftitechnology.com/docs/white-papers/FTI%20Consulting%20White%20Paper%20-%20Corporate%20Data%20Privacy%20Today.pdf


Addressing data risk in a world of remote workforces, cloud 
computing, exponential data creation, and limited resources

Data protection considerations for the remote workforce

Adopting on-premises and cloud-centric data protection technologies

Addressing data privacy regulations amidst cloud adoption

Limited resources to manage your data protection program? Automate.

Use Cases 
1

2

3

4



Are you focused on the right initiatives to reduce data risk?

Technology deployed in 
silos and managed by 
disparate resources

Strategic & 
cloud-first

Automation-
intensive

Aligned 
technologies, 
resources, & 

processes

Driven by stakeholders from 
the entire business

Optimized technologies with an 
orchestrated view of data risk Traditional & tactical

Human-intensive with 
manual processes

Driven by I.T. teams

Limited use of 
technology, never 

enabling the business to 
realize their ROI



Data protection considerations for the remote workforce

Start

Employee/
Contractor

End

Metadata tag 
applied to media 

file, based on data 
classification 

schema

Data Classification 
Tagging

Cloud Security 
Platform

DLP policy detects 
metadata tag in media 

file

External share or 
download blocked; 
event generated for 
review

Passive monitoring 
without end user 
knowledge, event 
generated for review

Defined review and 
investigation process to 

remediate event
User attempts to 

externally share or 
download confidential 

media file

Unclassified Media File

Use Case: Global Entertainment Provider

Business Challenge: Prevent unauthorized disclosure of confidential media files
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Adopting on-premises + cloud-centric data protection technology

Use Case: U.S. Health Plan Provider

Business Challenge: Move to a cloud-first platform, consolidate tech, reduce costs & optimize efficiencies

THE CHALLENGE

• Misconfigured policies were generating thousands of false 
positives daily, and when combined with inadequate 
deployment of endpoints, they were unable to adequately 
enable prevention. 

• Data Protection policies were too narrow and were 
potentially missing data security incidents. O365 DLP 
policies were not accurate and created unnecessary noise 
for the team, which increased time to find and action email, 
SharePoint, and OneDrive DLP incidents.

• Disparate teams and technologies were not aligned and in 
turn, they relied on a SASE gateway, Snowflake Data 
Warehouses, and Tableau Analytics technology platforms. 

• Part-time staff was responsible for SASE management, 
incidents were triaged by the global SOC, and reporting was 
performed on an ad-hoc basis with attempted involvement 
from the Tableau team. 

THE SOLUTION

A deployment of DLP policies in English 
and Japanese character sets laid a 
foundation for enriched alerts and 

reports. Native technology capabilities 
were applied prior to automating.

An outcome-based program was 
developed, targeting PCI, GDPR, and IP 

data types. The program addressed risky 
cloud environments including Box, 

GDrive, Slack, SFDC and ServiceNow.

Policies were enhanced, overhead 
was reduced, and policies were 
harmonized between platforms. 

Automation was developed, 
orchestrating the transfer of incident 

data into a Snowflake Data Warehouse 
environment and Tableau.
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Addressing data privacy regulations amidst cloud adoption
3

Use Case: Global Manufacturing Company

Business Challenge: Understand location of personal data & develop processes to support CCPA

+ Understand the US business areas that process 
(collect, store, and transfer/sell) personal data.

+ Define the business processes, systems, and data 
stores that process personal data.

+ Define the third parties and service providers 
that personal data is transferred or sold to.

+ Build the initial personal data inventory.

+ Define and implement processes to maintain the 
personal data inventory.

+ Developed a holistic view of US business areas 
that are impacted by CCPA.

+ Documented analysis of the business processes, 
systems, data stores, third parties, and service 
providers that process personal data.

+ Created a detailed personal data inventory to 
support responses to data subject access and 
deletion requests.

+ Implemented privacy by design principles to 
enable the organization to maintain the personal 
data inventory.

+ Achieved efficiencies in personal data inventory 
processes.

OBJECTIVES OUTCOMES



Limited resources to manage your data protection program? 
Automate.

Time-consuming and manual reporting
• Challenge. Numerous reports are required for a variety of audiences and it is challenging to provide 

meaningful data to multiple audiences in a timely manner.
• Solution. Analyze and enrich data for a single-lens view of risk posture, using visualization tools that 

speak to the business.

Over-committed and under-trained talent
• Challenge. Teams are often under-staffed and do not maintain skills to orchestrate data across 

disparate platforms and then design, build, and maintain automation.
• Solution. Whether you can build automation in-house or need to outsource, automating processes 

frees up time for in-house talent to focus on more critical business initiatives.

Ineffective incident case management
• Challenge. Cross-functional teams (i.e. Network, Infrastructure, InfoSec, GRC, SOC, Data Mgmt. & 

Analytics) are many times not aligned and in turn, disparate platforms are generating incidents in silos.

• Solution.  Develop automation to orchestrate incident data across platforms and deliver consolidated 
and meaningful analytics.

Recurring manual tasks introduce risk to the business
• Challenge. From recurring health checks to data imports/exports and manual source file updates, 

these recurring tasks are not only time consuming, but fraught with the potential for error.
• Solution. Automating manual tasks, like system health checks and EDM source file updates for DLP 

policy intake, adds redundancy and reduces the risk of human error.
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Digital transformation paradigm shift to data protection
We help organizations get the most out of the data protection platforms, automate manual 
processes, and enable visualization of data risk. 

After assessing the needs of the entire business, we 
optimize data security, privacy, and cloud security controls 
to reduce data risk, but controls can only go so far...

We then take the outputs from the 
controls, combine with data from 
integrated workflow and visualization 
tools, and automate repetitive 
operations tasks

Finally, we analyze and enrich data to provide 
a single-lens view of risk posture using 
visualization tools that speak to the business



The journey to redefining data protection

Identify gaps & make 
recommendations

Build roadmap 
with milestones Document requirements 

for automation

Develop playbooks & 
automate manual 

processes

Operate data 
security programs

ASSESSMENTS
TECHNOLOGY 
ENABLEMENT

SECURITY PROCESS 
AUTOMATION

MANAGED DATA 
PROTECTION

1
2

3

4

5
6

7
Assess current state 

against desired state & 
industry benchmarks

Enhance technical 
capabilities, align to 

business, & operationalize



Q&A



OUR SOLUTIONS

Advyz Cyber Risk Services
The need for organizations to manage cyber risk is greater than ever. The core to successful 
cyber solutions are people, process and technology. We focus on delivering cyber programs 
and capabilities through our ability to bring all three in one offering.

• Network and application 

penetration testing (red team)

• Vulnerability management

• Secure architecture 

and configurations 

• Cloud and Application security

• Internet of Things

ATTACK 
SURFACE MANAGEMENT
We focus on establishing and testing risk 

aligned controls  in both  networks and 

applications. Whether in the traditional 

network or extended to the cloud.

• Identity and access 

management lifecycle 

technologies

• Active directory

• Single Sign On

• Multifactor authentication

• Cloud-based identity and 

access management

IDENTITY
We enable secure access to 

essential resources from anywhere, 

as we know it is essential for 

businesses and workforces to 

remain flexible and resilient. 

DETECTION 
AND RESPONSE
We help organizations build 

detection and response capabilities 

that leverage intelligence to guide 

analyst and technology focus. 

• Endpoint detection 

and response

• Managed detection 

and response

• Data protection

• Incident response

• Ransomware readiness and 

response

• Security Orchestration, 

Automation, and Remediation 

STRATEGY AND
RISK MANAGEMENT
We help organizations align cyber 

security program to business imperatives, 

while guiding investments to pertinent 

risk and compliance requirements right-

sized for your organization.

• Cyber strategy 

and assessments

• Risk management 

• Cyber training and awareness 

• Third party risk management

• Payment Card Industry (PCI) 

qualified assessor

• Remote workforce risk 

management

• Privacy program assessments

• Compliance assessments 

and readiness

• Privacy technology 

and process

PRIVACY
We help organizations align 

their privacy programs to 

existing and emerging 

regulations, as well as help 

enable privacy by design.
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CLOUDRISE REDEFINES DATA PROTECTION
Combining decades of data protection expertise with automation, we focus on securing data wherever it resides. 

Take a data-centric
approach to cyber security

Solve the data protection 
challenge through automation

Secure data during the digital 
transformation journey

Our data-centric approach to cyber security and use of automation enables Cloudrise 
to secure organizations’ data during their digital transformation journey

Redefine Data Protection

www.cloudrise.com

20+ years of experience delivering 
data protection & privacy solutions 

to our customers

Experience across all industry 
segments in global markets

http://www.cloudrise.com/
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