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Welcome and Introduction
Brad Bussie – VP Advyz Cyber Risk Services
Brad Bussie is an award winning sixteen-year veteran of the information security industry. He is an 
author, security strategist, and industry thought leader. Brad possesses premier certifications from 
multiple vendors and holds a CISSP. He has deep background in cybersecurity, identity/access 
management, vulnerability management, governance, risk, and compliance. Brad has spoken at industry 
events around the globe and has helped commercial, federal, intelligence, and DoD leaders solve 
complex security challenges.
Contact:  brad.bussie@Entisys360.com

2



• State of Ransomware Today

• What Business Leaders Need To Know

• How Advyz Can Help
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Ransomware Trends
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The average ransom payment is rising: 

Q1 2020: Q1 2020: Q1 2020:

$111,605 $178,254 $233,817

Total ransomware 

costs for all 

businesses in 2020.

$20B

62% of organizations experienced a 

ransomware attack in 2019. 

More than 57% of those paid the ransom.

Ransomware will 
affect 1 business

every 11 seconds.

Average 
downtime 
per attack 

15
days

Top ransomware targets by industry 

Technology Healthcare Education

The average cost of ransomware-induced downtime 

2019

$46,800
2020

$274,200 



Ransomware Hits the Headlines
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Ransomware attacks could reach 
‘pandemic’ proportions. What to 

know after the pipeline hack.
Ransomware attacks in 2020 were 

estimated to have cost billions of dollars
A cybersecurity expert warned U.S. lawmakers last 
week that the world was on the cusp of a “pandemic 
of a different variety.”
Christopher Krebs, who formerly headed the 
Cybersecurity and Infrastructure Security Agency at 
the Department of Homeland Security, testified last 
Wednesday before the House Committee on 
Homeland Security that a form of malware called 
ransomware has become more prevalent than ever. 
Given an ever-widening criminal enterprise and 
vulnerable digital landscape, he said, critical 
infrastructure is at risk of debilitating attacks.

FBI warns of Conti ransomware attacks targeting U.S. healthcare 
networks

The agency said it had identified at least 16 incidents over the last year aimed at 
healthcare and first-responder systems.

The Federal Bureau of Investigation released a bulletin this past week that warned of Conti ransomware 
attacks targeting U.S. healthcare and first-responder networks. 
Over the past year, the FBI has identified at least 16 of these kinds of incidents, the report said. 

A first-hand account of ransomware: To pay or not to pay
Digital transformation has led to the deployment of a greater number of innovations and applications that generate 
more and more data. While the world’s collective knowledge and advancement depends on the ongoing 
aggregation, analysis and distribution of vast amounts of data, the preservation of these digital assets, especially 
during the pandemic, is at risk from cyberattacks.
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So, What Exactly is Ransomware?

Ransomware is a type of malware used by hackers to 

encrypt the data in a computer system. Once encrypted, the 

user no longer has access to the data. 

There are TWO TYPES of ransomware:
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This ransomware locks the user out of his or 

her device. The user cannot access the device 

and hence not able to use it.

This type of ransomware encrypts the data of 

the user. Consequently, the user is not able to 

access the data.

Crypto Ransomware Locker Ransomware



Anatomy of a Ransomware Attack
Ransomware attacks are automated and typically follow the same steps, known as 

the “Ransomware Kill Chain.”
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Attacker sends 

email with 

malicious link or 

payload

Victim 

clicks link

Malware 

unpacks and 

executes

Command & Control 

established; public key 

downloaded

File 

encryption 

begins

User notification, 

currency demand

Payment 

received

Private key 

delivered to 

decrypt  files

The primary difference between typical malware and ransomware is that as soon as 
ransomware finishes its activity, it announces its presence to the user.



How Can Organizations Protect Themselves?
According to Gartner, CISOs and security leaders can take the follow steps to reduce the likelihood 
of ransomware attacks, reduce exposure to vulnerabilities and secure your organization.
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1

2

34

5
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Conduct initial ransomware assessments

Enforce ransomware governance

Maintain consistent operational readinessBack up, test, repeat ransomware response

Implement the principle of least privilege

Educate and train users on ransomware response actions
Determine the attack surface and current state of security resilience and 

preparedness in terms of tools, processes and skills to defend against 

attacks.

Establish processes and compliance procedures that involve key decision 

makers in the organization, even before preparing for the technical 

response to a ransomware attack. 

Conduct frequent exercises and drills to ensure that systems are always 

able to detect ransomware attacks. Build regular testing of incident 

response scenarios into the ransomware response plan.

Back up data, nonstandard applications and supporting IT infrastructure. 

Maintain frequent, reliable backup and recovery capabilities. 

Restrict permissions, deny unauthorized access  to devices, replace local 

administrator rights with centrally managed software distribution facility, 

deploy multifactor authentication  wherever possible, proactively look for 

unusual logins/failed authentication attempts.

Create basic training program for all staff in the organization; create an 

organization specific training for ransomware preparedness to enable the 

best preparation.

Source: https://www.gartner.com/smarterwithgartner/6-ways-to-defend-against-a-ransomware-attack/
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“(What) organizations need to 
focus on is preparation and 
early mitigation if they want to 
cut losses.”

- Gartner



Ransomware Readiness Assessment
The Advyz Cyber Risk Services ransomware readiness assessment provides a quick analysis of how 
ready an organization is for a ransomware attack and areas that need improvement. 
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Proper tools/defined process

Incident response (IR) retainer

Backups of backups

Secure backups, offsite

Incident response plan

Cyber simulation, tabletop exercise, 
and enterprise level training

Offline BCP and system restore tools

Insurance & Bitcoin bank

Are you ready for a ransomware attack?

Items lurking just below the surface, which leads 
you to the need for an Advyz led readiness 
assessment.



Our Approach to a Ransomware Readiness Assessment
Advyz’s Ransomware Readiness Assessment aligns to our Incident Response Framework, facilitating our ability to evaluate 
your organization’s ability to respond to a real-world attack. With three levels of assessment, we provide you with a rapid 
analysis of your security program to understand your level of preparedness, protection, and ability to respond and recover 
from a ransomware attack.
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Executive 
Summary

• Overview of findings and ransomware response 
maturity.

Assessment 
Results

• Detailed observations and analysis for each 
ransomware response domain.

• Gap analysis against best practice.

Recommendations

• Recommended action to mitigate operational risk 
and rapidly mature ransomware readiness 
capabilities.

• Project Plan with recommendations organized by: 
‘Do Now’, ‘Do Next’, and ‘Do Later.’

Ransomware Readiness Deliverable

Policies & Procedures

Required procedures exist 
to mitigate cyber risks 
through the proper 
application of people, 
processes and technology

Tools & Technology

Implementation of tools 
and technology that aligns 
with risk and integrates 
with IT and cyber

Management

Management structure 
that prioritizes security 
risks, establishes controls, 
plans for response, and 
ensures program oversight

Growth Brand 
Protection

Core ValuesOperational 
CapabilityBusiness 

Objectives

Operations
Model

CIR1

Process

Alert & 

Scope
Investigate Contain Eradicate Recover Report

Lessons 

Learned

1 Cyber 
Incident 

Response

Advyz Incident Response Framework

Assess your ransomware readiness against the full response framework
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Organizational Benefits
The tools and techniques of attackers are rapidly evolving. To keep pace, security teams need to continually assess, review, and revise their 
incident response programs. Many organizations retain some uncertainty about their ability to properly identify, accurately assess, then 
appropriately respond to threats. Advyz guides your organization to more effectively manage and respond to threats.  

O
ur

 V
al

ue • Former Big 4 
professionals

• Privacy law
• Data analysis
• implementation

• Penetration testers 
• IT security engineers 
• Information security analysts 
• Security architects 
• Former CISOs 

• Security risk consultants 
• Security governance & risk management 

professionals 
• Privacy professionals 

Allows your response organization to remain 
current on the rapidly evolving threat 
landscape

Mitigates potential loss of critical data and 
intellectual property

Ensures your security team has a solid 
understanding of the maturity of your 
response plan, playbooks, and leadership 
expectations during a serious security incident

Aligns your security program and response 
procedures with your business objectives while 
reducing the overall risk of a ransomware 
attack on your organization

Identifies areas in your security program that 

should be further developed to enhance 
your security posture and response 
readiness

Improves response management, to include 
coordination of communication, response 
tasks and resources while under the intense 
pressure of a cyber attack 

Provides recommendations on how to quickly 
identify and respond to a ransomware attack

Shifts your response model from reactive to 
proactive

Benefits of our approach include:



Q&A
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OUR SOLUTIONS

Advyz Cyber Risk Services
The need for organizations to manage cyber risk is greater than ever. The core to successful 
cyber solutions are people, process and technology. We focus on delivering cyber programs 
and capabilities through our ability to bring all three in one offering.

• Network and application 

penetration testing (red team)

• Vulnerability management

• Secure architecture 

and configurations 

• Cloud and Application security

• Internet of Things

ATTACK 
SURFACE MANAGEMENT
We focus on establishing and testing risk 

aligned controls  in both  networks and 

applications. Whether in the traditional 

network or extended to the cloud.

• Identity and access 

management lifecycle 

technologies

• Active directory

• Single Sign On

• Multifactor authentication

• Cloud-based identity and 

access management

IDENTITY
We enable secure access to 

essential resources from anywhere, 

as we know it is essential for 

businesses and workforces to 

remain flexible and resilient. 

DETECTION 
AND RESPONSE
We help organizations build 

detection and response capabilities 

that leverage intelligence to guide 

analyst and technology focus. 

• Endpoint detection 

and response

• Managed detection 

and response

• Incident response

• Ransomware readiness and 

response

• Security Orchestration, 

Automation, and Remediation 

STRATEGY AND
RISK MANAGEMENT
We help organizations align cyber 

security program to business imperatives, 

while guiding investments to pertinent 

risk and compliance requirements right-

sized for your organization.

• Cyber strategy 

and assessments

• Risk management 

• Cyber training and awareness 

• Third party risk management

• Payment Card Industry (PCI) 

qualified assessor

• Remote workforce risk 

management

• Privacy program assessments

• Compliance assessments 

and readiness

• Privacy technology 

and process

• Data protection 

• Privacy attorney retainers

PRIVACY
We help organizations align 

their privacy programs to 

existing and emerging 

regulations, as well as help 

enable privacy by design.
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