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Housekeeping Items

• This webinar will be recorded. By remaining on the line, you consent to being recorded.

• If you have any questions during the webinar, please enter these using the “Q&A” button located in your 
tool bar.

• At the end of the event, we will open up the floor for discussion and further questions – please use the 
“Raise Hand” button located in your tool bar, which will allow us to unmute your microphone. 

• Who do I contact for issues with my food order?
For general support, delivery / order related issues and questions, please contact GrubHub Customer 
Support at (844) 478-2249 or corporatecare@grubhub.com.
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Welcome and Introduction

Adam Bolio – EVP Advyz Cyber Risk Services, Entisys360

Adam has 22+ years of experience covering a broad range of security and project management specialties, including the design,
management, execution and assessment of cyber security programs. Adam has advised and implemented cyber strategies and 
technologies in the national security, technology and healthcare communities. He received the Department of Homeland Security
Information System Security Officer of the Year award and is a veteran of the United States Navy SEALs. Contact:  
Adam.Bolio@Entisys360.com

Stuart Lee – Chief Privacy Officer, VMWare

Dr. Stuart Lee joined VMware in 2018. In his role as the organization’s Chief Privacy Officer, Stuart is responsible for defining and 
operationalizing VMware’s global privacy strategy. He works closely with the legal team, Information Security leadership, and cross-
functional stakeholders to maintain the organization’s global privacy program while considering new and emerging regulatory 
requirements. Prior to joining VMware, Stuart was a Specialist Leader within Deloitte & Touche’s Privacy and Data Protection Practice. 
During this role, he worked with Fortune 500 clients from across the Technology, Retail and Life Sciences sectors to design, build, and 
deploy global privacy and security programs. He has worked with client teams from across Asia, Europe and North America to understand 
and address local privacy-related requirements.  Stuart speaks regularly on topics associated with Data Privacy, Cyber Security and Risk 
Management. He is a Fellow of Information Privacy (FIP) with the IAAP, and a Certified Data Privacy Solutions Engineer (ISACA). Stuart 
completed his PhD and MPhil at the University of Cambridge.  Contact:  LStuart@vmware.com

Robert Glaser – VP and Chief Privacy Officer, Entisys360

Robert E. Glaser is the founder and managing principal of Conduit Privacy Solutions. He is a sought-after global privacy expert having 
served as Chief Privacy Officer in global organizations as well as having consulted to client organizations in multiple industries, e.g., 
Biopharmaceuticals, Medical Device, Insurance, Technology, Media, Telecommunications, Consumer Products, etc. In these roles Robert 
Identified and managed risks and opportunities associated with regulatory requirements specific to the collection and management of 
personal information. He has led and supported a variety of global/regional privacy and data protection initiatives resulting in enterprise 
privacy program development, execution and maturation, governance, risk modeling, remediation planning and execution, policy 
generation and analysis, cross border data transfer, human resources data, health data (including HIPAA Privacy and Security), 
consumer/health marketing and commercialization.  Contact:  Robert.Glaser@Entisys360.com
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The Advyz difference

Privacy Regulation Monitoring

Privacy Policy and Procedure Development

Governance

Notice and Choice

Consent

Data Subject Rights

Third Party Risk Management

Privacy by Design

Security for Privacy

Privacy Enabling / Enhancing Technologies

Privacy Training

Breach Response and Notification

Advyz brings leading privacy program services to your organization through a consultative approach. Our focus is enabling program goals by 
aligning people and process with technology with regulatory and ethical obligations to create a defensible position. We are your advocate 
and advisor to help navigate the vast universe of ever evolving privacy regulatory landscape as well as enabling products.

These are the common actions organizations take 
with respect to data privacy.

Beyond the legislated privacy requirements, 
Advyz helps you take a holistic risk-based 
approach to establishment and operation of a  
defensible privacy program, weaving it into your 
people, process, and technology, while 
engendering an organizational culture focused 
on privacy. 



Today’s Discussion

• Setting the Stage

• Data Privacy Definitions

• Data Breach Concerns

• Lessons Learned from Past Breaches

• Preparing for a Data Breach

• How to Respond to a Data Breach

• Resources
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Disclaimer

• The views expressed in this work are those of the presenters and do not reflect the official policy or position 
of Entisys360, Conduit Privacy Solutions, or VMWare.

• We have no affiliation or financial interest/relationships with any corporate organization that may be 
mentioned in this presentation.

• The information contained in this presentation is for general purpose only and is not intended, and should 
not be construed, as legal, accounting, or tax advice or opinion provided by the presenters.

• This material may or may not be applicable or suitable for the attendee’s/reader’s specific circumstances or 
needs.  Therefore, the information should not be used as a substitute for professional consultation with 
appropriate professional legal, accounting, tax, or other competent advisors.

• The presenters expressly disclaim all and any liability and responsibility to any person, entity or corporation 
who acts or fails to act as a consequence of any reliance upon the whole or part of the contents of this 
presentation.
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Polling Question #1

• Is your company….?
• Regional (within the borders of a single state)
• Multi-state (more than one US state and/or territory)
• Multi-national (more than one country)
• Global (all around the globe)
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Why Should I Care?

• Consumers have a fundamental right to privacy in many jurisdictions.
• It’s the right thing to do for the right reason.

Ethical 
Obligation

• An individual’s data belongs to them and not the businesses that collect or process it.
• Individuals have the right to “self-determination.”

Social 
Obligation

• GDPR: “…the controller and the processor shall implement appropriate technical and 
organisational measures to ensure a level of security appropriate to the risk, including 
inter alia as appropriate…” 

• California breach notification law: “…business that owns, licenses, or maintains personal 
information about a California resident shall implement and maintain reasonable security 
procedures and practices appropriate to the nature of the information, to protect the 
personal information from unauthorized access, destruction, use, modification, or 
disclosure.” 

• HIPAA: “…covered entities to maintain reasonable and appropriate administrative, 
technical, and physical safeguards for protecting e-PHI.”

Regulatory 
Obligation
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So Why, All of a Sudden, Is This a Big Deal?

Changing 
Landscape of 
Data Privacy

Technology Evolution

The regulatory environment 
has not kept up with 
technology and therefore 
the regulatory framework is 
vague, e.g., “state-of-the-
art” is an evolving term

Regulatory Evolution

There is no one requirement 
that fits all situations nor is 
there a single global framework, 
therefore, expectations are 
different based on operating 
jurisdictions.

“Data Subject” Demands

The “data subject” (or patient, consumer, 
customer, employee) is becoming much 
more educated.

Operational Complexity

The regulatory environment 
has not kept up with 
technology and therefore 
the regulatory framework is 
vague, e.g., “state-of-the-
art” is an evolving term

Span of Leadership

The need for orchestra 
conductors with sectional 
first chairs – It’s not a single 
person job and involves a 
cultural revolution with all 
involved serving as privacy 
stewards.
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VCDPA1

CPRA3

GDPR4CCPA2

GDPR, CPRA, CCPA, & VCDPA

• Special Protection of Minors 
• Right to Know 
• Right to Access 
• Right to Delete  
• Right to Data Portability 
• Right Not to be Discriminated 
• Privacy Policy Disclosure 
• Written Contracts with Third Parties
• Respond to Rights Request
• Implement Reasonable Security Measures
• Security Breach Notification 
• Penalties (Civil Fines)

GDPR, VCDPA, & CPRA

• Restrictions on Sensitive Data 
• Right to Rectify 
• Right to Reject Automated Decision Making and 

Profiling
• Data Protection by Design and by Default 
• Data Protection Risk Assessment

GDPR, CCPA, & CPRA

• Penalties (private right of 
action) 

• Right to Restrict Processing

GDPR & CPRA 

• Storage Limitations  
• Data Minimization Requirement 
• Dedicated Data Protection Agency
• Maintain Records of Processing 

Activities

CCPA & CPRA

• Opt-Out Links in 
Website

1  VCDPA: Virginia Consumer Data Protection Act
2.  CCPA: California Consumer Privacy Act
3.  CPRA: California Privacy Rights Act
4.  GDPR: General Data Protection Regulation 

GDPR v. CPRA v. CCPA v. VCDPA
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Definitions of Terms We Will Use Today

Privacy Term Definition
Privacy Breach • …defined as a breach of security that leads to the accidental or unlawful destruction, loss, alteration, 

unauthorized disclosure of, or access to, personal data transmitted, stored or otherwise processed 
(GDPR)

• …unencrypted personal information was, or is reasonably believed to have been, acquired by an 
unauthorized person, or, whose encrypted personal information was, or is reasonably believed to have 
been, acquired by an unauthorized person and the encryption key or security credential was, or is 
reasonably believed to have been, acquired by an unauthorized person and the person or business 
that owns or licenses the encrypted information has a reasonable belief that the encryption key or 
security credential could render that personal information readable or usable (California)

Privacy Incident A privacy incident is any event that could result in unauthorized use or disclosure of personal data where 
persons other than authorized users have access or potential access or use it for an unauthorized purpose.

Security Breach A security breach is any incident that results in unauthorized access to computer data, applications, networks 
or devices. It results in information being accessed without authorization.

Security Incident A security incident is an event that may indicate that an organization's systems or data have been 
compromised or that measures put in place to protect them have failed.
• Unauthorized access, use, disclosure, modification, or destruction of information
• Interference with information technology operation
• Violation of campus policy, laws or regulations
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Polling Question #2

• How would you rate your breach readiness?
• Ad-hoc or informal
• Repeatable or limited in scale
• Defined and fully implemented
• Managed, comprehensive, and audited
• Optimized and state-of-the-art
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Data Breach Concerns
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Incident & Breach Concerns

Threats can be intentional (disgruntled employees or 
bad actors) or unintentional (human error or social 
engineering).

Be aware of potential risks from suppliers, vendors, 
and other third parties.

Privacy and cybersecurity are serious concerns 
require attention from the executive and board level.  
We have seen a significant increase in Board 
Members concerned with shareholder value, 
fiduciary responsibility, and personal liability

Technical and organizational safeguards are key to 
protecting data.

Breaches can lead to loss of consumer trust and loss 
of business (particularly where there are legitimate 
competitors), damaged reputation, fines, decreased 
revenue, and litigation 

It is important to notify individuals impacted by a 
breach when required by law.

Implement a plan to address security concerns and mitigate potential vulnerabilities. 
Plan and exercise – it’s not if, it is when
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Breach of personal data is often a by-
product of a miss by a bad actor trying 
to obtain confidential  or proprietary 

data such as Board minutes, 
manufacturing “recipes”, M&A insights, 

business plans etc.  
Don’t assume the actual target was 

the people data.
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What is Personal Data Worth (on the dark web)

Type Value

LinkedIn Followers (per 1,000) $     10

Walmart account (with credit card attached) $     10

Twitter Retweets $     25

Cloned American Express with PIN $     35

Banking Logins $     35

Auto Insurance Card or AAA Emergency Roadside Card $     70

Rutgers State University student ID $     70

Hacked Facebook account $     75

Wells Fargo Bank Statement with Transactions $     80

Hacked Gmail Account $   156

PayPal Account details $   300

Infant Child Data $   300

PayPal transfers from stolen account ($1,000-$3,000) $   320

https://www.beckershospitalreview.com/cybersecurity/patient-medical-records-sell-for-1k-on-dark-web.html
https://money.cnn.com/2018/01/22/technology/infant-data-dark-web-identity-theft/index.html
https://www.privacyaffairs.com/dark-web-price-index-2020/

Type Value

US Driver’s License (high quality) or Europe national ID card $   550

US, Canada or Europe Passport $1,500

Patient records (due to the amount of information found in 
the documents, including date of birth, credit card 
information, etc.)

$1,000

Malware – Global low quality, slow speed, low success (per 
1,000)

$     70

Malware – Europe low quality, slow speed, low success (per 
1,000)

$    300

Malware – USA med quality, 70% success (per 1,000) $   900

Malware – Europe high quality (per 1,000) $2,300

Malware – California high quality (per 1,000) $1,500
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Polling Question #3

• Have you personally received a breach notification letter in the past 12 months?
• No _________
• Yes, 1
• Yes, 2 to 4
• Yes, 5 to 9
• Yes, 10 or greater
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Data Breach Lessons (as publicly reported) 

Breach (Right)
Lessons (Below)

Large 
Retailer 
(2013)

US Web 
Services 

Provider(
2014)

eComm
Company

(2014)

Messaging
App

(2014)

Health 
Insurer 
(2015)

Tech 
Company 

(2016)

Credit 
Reporting 

Agency 
(2017)

Ransom-
ware 

Attack
(2017)

Large
Hospitality 
Company

(2018)

South 
American 
Country 
(2019)

Assess value & sensitivity of 
data collected / processed

Have a well-prepared 
breach response plan

Implement & maintain 
adequate security measures

Make sure third parties are 
secure
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Polling Question #4

• Has your organization conducted a privacy breach table-top exercise in the past 
24 months?
• Yes
• No
• I don’t know
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Preparing for a Data Breach
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The Three “Ps” of Data Breach

Plan Practice Perform

Establish the foundation for when a 
breach of personal data occurs.

Simulate a realistic breach to test 
your response protocol. 

Execute your plan when a data 
breach occurs. 

• Write the plan
• Socialize the plan
• Designate the response team –

core and ad hoc members
• Train the response team / brief 

leadership
• Contract outside retainers

• Tabletop exercises
• Unannounced on a Thursday 

afternoon or Friday morning
• Ensure there is after action 

review

• When the breach of personal 
data occurs, set the plan into 
motion and use your training to 
manageKe

y 
Ac

tiv
iti

es
Pu

rp
os

e
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Frequent Downfalls

Lack of internal communication on potential for 
breach

A piece of paper with dust

Privacy and Security disconnect

No clear understanding of handoff / fighting for 
control

Lack of legal privilege

No crisis communication training – messaging not 
prepared in advance

Inability to meet regulatory guidelines / delay in 
involving law enforcement or notifying the 

regulatory authorities / notifying one, and not all

Concerned more about reputation than doing the 
right thing, i.e., hunkering down

1

2

3

4

5

6

7

8
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Why train on good communication?

Electronic communication can never truly be deleted. Training employees to communicate properly when dealing with 
incidents and breaches diminishes the risk of fines and/or issues during litigation. 

Incidents are not necessarily breaches - assessing whether an incident is a breach should not be left 
solely to Privacy, Legal, or Information Security.  

Avoid “There’s a breach!” emails - phone calls are always best. One of the scariest messages a privacy 
professional gets is a vague request for a phone call.

Timely reporting means faster reporting. The faster the right parties are made aware of an incident, 
the faster they can get to proper resolution. This becomes especially important when there are tight 
reporting timelines (e.g., GDPR).

Inadequate communication can make a bad situation worse. Poor internal messaging can lead to 
confusion. Poor external messaging can not just lead to confusion but can make the public perception 
of an incident or breach worse. Ensure that you have clear communication and escalation paths set up 
and make sure communications about an incident or breach are contained and limited only to specific 
functions (e.g., Privacy, Legal, Communications). 
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Responding to a Privacy Breach
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Who to Contact

• Who must be notified of a breach (both 
internally and externally) is determined by 
the specific details of the incident or 
breach. 

• Not all parties will necessarily need to be 
notified but core members of your 
incident response team should be always 
be informed. 

• Incorporate escalation and 
communication into your incident 
response plan and include internal 
stakeholders when testing your plan.

INTERNAL

• C-SUITE
• SENIOR LEADERSHIP
• FUNCTIONAL LEADERSHIP

• COMMUNICATIONS
• IT / SECURITY
• HUMAN RESOURCES

EXTERNAL

• IMPACTED INDIVIDUALS
• REGULATORY AGENCIES / 

AUTHORITIES
• STATE ATTORNEY 

GENERAL
• MEDIA

• CONSUMER REPORTING 
AGENGIES

• VENDORS
• ENTITIES ON RETAINER 

TO SUPPORT RESPONSE
• CUSTOMER(S)

STAKEHOLDERS TO 
NOTIFY OF BREACH
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What to Do – Incident Response Plan

A detailed but practical privacy incident response plan is a crucial component of managing incidents and 
breaches. It is important to test the plan periodically to ensure that it is effective (notice how testing recurs 
over and over again).

Containment

• Test scenarios for 
potential breach and 
ensure next steps 
rehearsed

• Stop and/or fix 
whatever caused or 
was causing the 
incident.

• This is your number 
one priority

Assessment

• Assess the incident 
for complexity and 
content

• Determine whether 
an incident or 
breach

• Identify whether and 
to whom the 
incident must be 
reported.

Notification

• Ensure appropriate 
internal stakeholders 
are notified of the 
incident and/or 
breach. 

• Notify external 
parties as required

• Utilize prexisting
templates to 
approve, and 
distribute, 
notification as 
required.

Remediation

• Take action to reduce 
the risk that the 
incident will happen 
again.

Document

• Document the 
assessment and 
action taken, as well 
as the results of any 
post-incident 
discussion and retain 
documentation 
according to 
retention period.

Core elements of a privacy incident response plan:
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What to Do - Analysis & Documentation

Questions to Ask:
• What happened? When? Where? How many?

• What type of data was potentially impacted?

• What containment/mitigation has been done (if any)?

• What technical and organizational measures were in place to mitigate the damage?

• What technical and organizational measures have been implemented to minimize likelihood of 
recurrence of the incident?

What to Track for Incidents and Breaches:
• Location(s) of incidents 

• Timing of resolution 

• Type(s) of incident

• Causal factors

• Ultimate resolution (i.e., incident or breach?)

• Remediation performed
30



Where to Report

Be informed about applicable laws and where you are required to report a breach. There are many forms and templates 
available to make reporting easier. Use the information required by the templates to direct your assessment and analysis. 

Sample breach report form, 
department of health and human 
services (US). Sample breach report form, office 

of the privacy commissioner of 
Canada. 

Data breach report form, Baden Württemberg DPA 
(Germany) (Translated from German).
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When to Notify

Reporting requirements for data breaches are diverse and differ among jurisdictions. They always contain a 
timeliness requirement and must be reported “without undue delay.” Customer contracts may also affect 
notification requirements. Below are examples of these time requirements:

3 Days

1 Day

0 5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90

Connecticut

HIPAA, Delaware

Ohio

Florida

Hawaii

California

European Union

Idaho, Georgia, S. Korea

Days
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Resources

Here are some helpful cybersecurity and incident response-related resources:

• The NIST Framework: A framework outlining standards and guidelines for organizations to implement to reduce and 
mitigate their cubersecurity risks.

• Various Law Firm Resources: Many law firms have multi-jurisdictional surveys for data breach laws.

• Guidance and Opinions from Supervisory Authorities and Regulators: 

• CNIL (France) guidance on security: 
https://www.cnil.fr/sites/default/files/atoms/files/cnil_guide_securite_personnelle_gb_web.pdf

• ICO (UK) guidance on incident response: https://ico.org.uk/for-organisations/accountability-framework/breach-response-and-
monitoring/detecting-managing-and-recording-incidents-and-breaches

• Draft guidelines on data breach from the EDPB: https://edpb.europa.eu/our-work-tools/public-consultations-art-
704/2021/guidelines-012021-examples-regarding-data-breach_en

• Tools and Toolkits from Industry Organizations: e.g., IAPP has plenty of incidents response resources and toolkits 
available for organizations.

• Decisions, Opinions and Settlements: Can demonstrate and provide examples of what to do and what not to do.
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Q&A
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OUR SOLUTIONS

Advyz Cyber Risk Services
The need for organizations to manage cyber risk is greater than ever. The core to successful 
cyber solutions are people, process and technology. We focus on delivering cyber programs 
and capabilities through our ability to bring all three in one offering.

• Network and application 
penetration testing (red team)

• Vulnerability management

• Secure architecture 
and configurations 

• Cloud and Application security

• Internet of Things

ATTACK 
SURFACE MANAGEMENT
We focus on establishing and testing risk 

aligned controls  in both  networks and 

applications. Whether in the traditional 

network or extended to the cloud.

• Identity and access 
management lifecycle 
technologies

• Active directory
• Single Sign On
• Multifactor authentication

• Cloud-based identity and 
access management

IDENTITY
We enable secure access to 

essential resources from anywhere, 

as we know it is essential for 

businesses and workforces to 

remain flexible and resilient. 

DETECTION 
AND RESPONSE
We help organizations build 

detection and response capabilities 

that leverage intelligence to guide 

analyst and technology focus. 

• Endpoint detection 
and response

• Managed detection 
and response

• Incident response

• Ransomware readiness and 
response

• Security Orchestration, 
Automation, and Remediation 

STRATEGY AND
RISK MANAGEMENT
We help organizations align cyber 

security program to business imperatives, 

while guiding investments to pertinent 

risk and compliance requirements right-

sized for your organization.

• Cyber strategy 
and assessments

• Risk management 

• Cyber training and awareness 

• Third party risk management

• Payment Card Industry (PCI) 
qualified assessor

• Remote workforce risk 
management

• Privacy program assessments
• Compliance assessments 

and readiness
• Privacy technology 

and process
• Data protection 
• Privacy attorney retainers

PRIVACY
We help organizations align 

their privacy programs to 

existing and emerging 

regulations, as well as help 

enable privacy by design.
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